INVESTIGATOR TIPS

Holiday Shopping
Put Shopping Safety at the Top of Your Holiday List

Whether you’re shopping for others or taking advantage of all those bargains for yourself, the bad guys know that you’re out there, and hope that you might let your guard
down a bit in the spirit of the season. That’s why our Investigators are offering a list of
things you can do to make sure you don’t give thieves the gift of your identity this
holiday season.
Black Friday
You’ve had your fill of turkey and football, and now it’s time to get the shopping season started.
• Before you head out the door, take everything out
of your wallet that you will not need. That includes
your Social Security card, medical insurance or
identification card, extra cash, and credit cards you
don’t plan to use.
• If you must use checks, carry only as many as you
will need.
• Keep your bag or wallet secured and on your
person at all times.
• When paying with a credit card, make sure you get
it back after each transaction and immediately put
it back in your wallet.
• If you shop with your debit card, shield the keypad
when you enter your PIN.

• Think twice before signing up for a store
credit card. Sure, that extra 20 percent off
sounds good now, but if it’s not a store you
frequent, it’s just one more place that has
your personal information. To qualify, you
may be asked to give the cashier your Social
Security number, phone number, email,
address, and more at the register; in a
crowded store, there are a lot of people who
can overhear that information. Even if you
only use the account one time and pay it off
right away, the inquiry will show up on your
credit report and any new account can
affect your credit score.
• Don’t tempt thieves by leaving your purchases
where they can be seen in your vehicle.

Small Business SaturdayTM
After a day of crowds and over-eager shoppers, many of us enjoy supporting our local small businesses. Great
service provided by friendly, familiar faces, and unique items that the big box stores don’t carry; what’s not to
love? Just be aware that small businesses in general may not have the resources to have strong cybersecurity in
place, thus making them potentially more vulnerable to cyberattacks. Consider using cash for your purchases
where possible.
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Cyber Monday
Hackers know this is one of the biggest online shopping days of the year. Don’t let all those great deals distract you
from the online best practices you use year-round, such as:
• Make sure everything is updated on your device –
including operating system, security software, etc.
–before you start shopping.
• Avoid using public wi-fi.
• Be on the lookout for “phishing” attempts. Hackers
can create realistic emails and ads, hoping you will
click on them to view an item, download a coupon,
etc.
• Look for a padlock icon or https:// in the web
address to ensure the site is secure before
entering card information.

• Use a credit card instead of debit.
• Beware deals that sound too good to be true. If
you order a designer brand at a steeply
discounted price, you may find yourself holding a
fake bag!
• If you can’t be home when your packages are
scheduled for delivery, consider having purchases
delivered to your office (if allowed) or to a trusted
neighbor or friend. Alternatively, consider
installing a video doorbell system that will allow
you to monitor deliveries and visitors from your
phone or personal computer.

Giving Tuesday
Use the same precautions you took on Cyber Monday, and also:
• Check out any charity before you contribute at
• Make sure the site used for making donations is
sites such as charitynavigator.org,
legitimate. Avoid clicking on a link in an email, or
on a solicitation ad; it is better to key in the
charitywatch.org, or the IRS. You can verify 501c3
charity’s name, or bookmark the site in advance.
status as well as see how a charity will make use
of your donation.
No matter when or where you do your shopping, the holiday season is a great time to remind yourself and your
loved ones of these and other smart security habits. It is also the time to closely monitor all your financial
transactions. Check bank and credit card statements frequently. Many banks and credit card companies offer
alerts when any transaction is made with your account; if you haven’t already, sign up for these alerts as they
can help you to quickly detect fraudulent activity.
If you do see a suspicious transaction, contact your bank or credit card issuer right away. And then call us for
advice and assistance with any next steps you should take to prevent additional issues. Our Investigators are
available Monday - Friday, 7 a.m. – 7 p.m. CT at 888.494.8519 offering year-round assurance and peace of
mind, so you can better enjoy your holiday season!
Small Business Saturday is a registered trademark of American Express.
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