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Overlooked Cyber Risks Associated with

Working Remotely




When working from home...

= Establish complex passwords for your home
WiFi and change them regularly

= Do not use personal computers on public
networks

= Do not use personal or family-shared computers
= Always log off of devices after use

= Do not leave work devices unattended




Be very wary of Be very wary of suspicious emails and phone
SUSpiCiOUS emails calls, especially where you are asked to visit a

website, open an attachment or provide
credentials.




Phishing Email Example

The above is a protected email from Humana. #1998

. . Repl & Reply All — Forward
Maria <abuse@humanity.com < Reply ) Reply
To Smith, Jeffrey

Retention Policy Ernail (11 years) Expires 4/12/2031

@ If there are problems with how this message is displayed, click here to view it in a web browser:

Maria <abuse@humanity.com:

Greetings,

This payment invoice alert is being sent to you personally by Humana.
Thanks a lot for the recent purchase of (COVID-19) insurance plan.

Kindly click the link down below to see detailed invoice.

Kindly click the link down below to see detailed invoice.

http://theblossomproperty.com/blosom/
rhondacollins1961.php?

t=vhvllcaxncbbchigmjaymcaymzoznzoOmg

armdmwma==
Click or tap to follow link.




Pick an option on the
screen




Protecting Your Organization and
Employees




When working from home...

= Do not use personal email accounts or cloud
sites to share sensitive data

= Always use company directed VPN to access
and share company network-based data

= Do not use insecure remote desktop software




Enable multi-factor
authentication (MFA)
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MFA strengthens security by requiring a
username and password PLUS a one-time
code sent to your phone via SMS or an

authentication app.
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Remain cautious...

= Do not hold sensitive work conversations In
public

= Use company-approved video and audio
conference lines

= Do not resort to unapproved apps or free
communication apps for work-related
discussions




PHYISCAL DOCUMENT MANAGEMENT

Creating an office environment...
= Treat your home office like your corporate

/ office
j = Do not leave sensitive documents in plain
sight or in printers

— = Do not leave sensitive documents in your car

= Use a cross cut shredder and do not recycle
sensitive paper at home
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Cyber Insurance and Legal Ramifications
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CYBER INSURANCE AND LEGAL RAMIFICATIONS

Questions to ask about your cyber coverage...

= Do | have cyber coverage?
= What does it cover?

= Does it cover incidents occurring at home or on
purely personal computers or systems?



How to Plan to Return to the Office

Y




Q&A

STACY SCOTT

Managing Director,
Cyber Risk, Kroll

Stacy.Scott@kroll.com

JOSEPH V. DEMARCO

Partner, DeVore & DeMarco
LLP

jvd@devoredemarco.com

JULIAN GRIINS
Managing Director,
Business Intelligence
and Investigations, Kroll

jgrijns@kroll.com




Kroll ‘ DUFF & PHELPS

DEVORE&]
DEMARCO

ATTORNEYS AND COUNSELORS AT LAw

For more information about our global locations and
services, please visit:
www.kroll.com

www.devoredemarco.com

About Kroll

Kroll is the leading global provider of risk solutions. For more than 45 years, Kroll has helped clients make confident risk management decisions about people, assets, operations and security through
a wide range of investigations, cyber security, due diligence and compliance, physical and operational security, and data and information management services. For more information, visit
www.kroll.com.

About Duff & Phelps
Duff & Phelps is the global advisor that protects, restores and maximizes value for clients in the areas of valuation, corporate finance, investigations, disputes, cyber security, compliance and

regulatory matters, and other governance-related issues. We work with clients across diverse sectors, mitigating risk to assets, operations and people. With Kroll, a division of Duff & Phelps since
2018, our firm has nearly 3,500 professionals in 28 countries around the world. For more information, visit www.duffandphelps.com.
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