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Overlooked Cyber Risks Associated with 

Working Remotely 
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VULNERABILITIES WITH WIFI NETWORKS AND DEVICES

▪ Establish complex passwords for your home 

WiFi and change them regularly

▪ Do not use personal computers on public 

networks 

▪ Do not use personal or family-shared computers 

▪ Always log off of devices after use 

▪ Do not leave work devices unattended

When working from home… 





Phishing Email Example
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Protecting Your Organization and 

Employees 
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PERSONAL EMAIL AND PERSONAL CLOUD STORAGE SITES

▪ Do not use personal email accounts or cloud 

sites to share sensitive data 

▪ Always use company directed VPN to access 

and share company network-based data 

▪ Do not use insecure remote desktop software 

When working from home… 





LIVE COVERSATIONS AND COMMUNICATION APPS 

▪ Do not hold sensitive work conversations in 

public

▪ Use company-approved video and audio 

conference lines 

▪ Do not resort to unapproved apps or free 

communication apps for work-related 

discussions 

Remain cautious… 



PHYISCAL DOCUMENT MANAGEMENT

▪ Treat your home office like your corporate 

office 

▪ Do not leave sensitive documents in plain 

sight or in printers

▪ Do not leave sensitive documents in your car 

▪ Use a cross cut shredder and do not recycle 

sensitive paper at home 

Creating an office environment…
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CYBER INSURANCE AND LEGAL RAMIFICATIONS

▪ Do I have cyber coverage?

▪ What does it cover?

▪ Does it cover incidents occurring at home or on 

purely personal computers or systems?

Questions to ask about your cyber coverage…
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For more information about our global locations and 

services, please visit:

www.kroll.com

About Kroll

Kroll is the leading global provider of risk solutions. For more than 45 years, Kroll has helped clients make confident risk management decisions about people, assets, operations and security through 

a wide range of investigations, cyber security, due diligence and compliance, physical and operational security, and data and information management services. For more information, visit 

www.kroll.com.

About Duff & Phelps

Duff & Phelps is the global advisor that protects, restores and maximizes value for clients in the areas of valuation, corporate finance, investigations, disputes, cyber security, compliance and 

regulatory matters, and other governance-related issues. We work with clients across diverse sectors, mitigating risk to assets, operations and people. With Kroll, a division of Duff & Phelps since 

2018, our firm has nearly 3,500 professionals in 28 countries around the world. For more information, visit www.duffandphelps.com. 
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