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Notes

ÁSession is being recorded, Youôll receive access to 

the recording in a couple days

ÁAsk questions via chat >

ÁWeôll try to answer as many questions as possible
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Upcoming KAPE Intensive Training and Certification Sessions

ÁVirtual live sessions

ÁMax 25 students

SCHEDULE INSTRUCTORS

April 13, 2021

10:00 a.m. ï7:00 p.m. (EST)

Eric Zimmerman

Sean Straw

Scott Zuberbuehler

Andrew Rathbun

June 3, 2021

8:00 a.m. ï5:00 p.m. (GMT)

James Thoburn 

Paul Wells

Guillermo Roman

June 17, 2021

10:00 a.m. ï7:00 p.m. (EST)

Sean Straw

Scott Zuberbuehler

Andrew Rathbun

Full Calendar Available 

here: 

bit.ly/KAPE2021

http://bit.ly/KAPE2021
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About Andrew Rathbun

Á2020-Present: Senior Associate at Kroll, Cyber Risk

ÁDigital Forensics & Incident Response (DFIR)

ÁKAPE Instructor

Á2019-2020: HHS OIG, Forensic Computer Examiner (2210)

Á2012-2019: Michigan State University Police Department

Á2012-2015 as a Police Officer

Á2016-2019 as a Detective (digital forensics and general investigations)

ÁUSMC Veteran (0311)

ÁSide Projects

Á2018-Present: Administrator of the Digital Forensics Discord Server

Á2019-Present: AboutDFIR.com Contributor

Á2020-Present: GitHub

ÁLinkedIn (andrewrathbun) or Twitter (@bunsofwrath12) or GitHub (rathbuna)

Senior Associate, Kroll Cyber Risk
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Presentation Housekeeping/Expectations
Look at this subheading for Information on what the GIFs or Images are displaying

ÁWhat to expect?

ÁLots of looping GIFs

ÁRepetition will help drive concepts 

home and how to use the tools

ÁRead the subheading of each slide 

for information relating to the 

GIF/Image on each slide

ÁShort live demo

ÁQuestion and answer session at the 

end

ÁTools Used

ÁKAPE ïAcquisition/Automation

ÁEvtxECmd - Parsing

ÁTimeline Explorer - Analysis
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Overview

Event Logs (*.EVTX files) EvtxECmd

EvtxECmd Maps
Using EvtxECmd with 
KAPE (!EZParser)
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Event Logs
Column Header filter on Channel and Provider columns to display deduped column contents

ÁWindows XP - .evt

ÁWindows Vista+ - .evtx

ÁLocation: 
C:\Windows\System32\winevt\Logs

Á4 key elements

ÁChannel

ÁProvider

ÁEvent ID

ÁPayload

Á*.EVTX files

Á* is the name of the Channel

ÁProviders log to applicable Channel

ÁEvent IDs are not globally unique

ÁExample: Application.evtx

ÁDumping ground for Third-Party 
Applications

ÁLots of duplicate event IDs

ÁPayload has data we analyze
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Channels May Have Multiple Providers (Application Log)
Column Header filter on Application Channel to display Providers within Application.evtx
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Examples of Duplicate Event IDs
Different Channel and Provider, but Event ID is identical
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Event Logs are XML files at Heart

ÁExample of what an event looks 

like in XML format

ÁSecurity:4624

ÁAn account was successfully 

logged on

ÁEach of the Data Name values 

(blue text) are what can be 

mapped into various columns that 

EvtxECmd provides

ÁAll of the data within <EventData> 

will reside in Payload column 

regardless of how its mapped 

within the EvtxECmd Map

evtxecmd.exe --f ñC:\path\to\Security.evtxò --xml ñC:\output\path, XML output opened in text editor



Parsing with EvtxECmd/KAPE

Using KAPE Modules/EvtxECmd Maps

11April 12, 2021
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The Secret Sauce - Maps

ÁMaps are used by EvtxECmd to 
extract data from parsed event 
logs and display the data into an 
easily digestible format within 
various columns

Á329 Maps as of 3/28/2021

ÁText files (.map) in YAML

ÁParsing for event data utilizes 
XPath queries

ÁPopulates Map Description, 
UserName, RemoteHost
PayloadData1-6, and 
ExecutableInfo columns

ÁAnyone can make them!

ÁIdeally, the most useful events 
would be mapped, not EVERY 
event in existence

ÁReally cool features like Lookups 
and Regex

Security:4625 Map for Failed Logon event
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Lookup Tables Example

ÁNot all data logged in an event 
log is human readable!

ÁSecurity:4625

ÁFailed logon

ÁExample (PayloadData3):

Á<"SubStatus">0xC000006A<
/Data>

ÁEvtxECmd would substitute 
the value with the human 
readable string, and output 
as ñFailureReason: 
%SubStatus%:ò for the 
PropertyValue

ÁFailureReason: user name is 
correct but the password is 
wrong

Breakdown on next slide
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Lookup Table Breakdown
XML Value mapped to Map Value, translated via Lookup Table, mapped to PropertyValue for CSV
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Regex Example

Á Symantec:51

Á Security Risk Found

Á Example Symantec:51 Event:

Á </Data>Security Risk Found! Hacktool.XYZ in 
File: C:\Users\username\Downloads\file.exe by: 
Auto-Protect scan.  Action: Delete failed : 
Quarantine failed : Access denied.  Action 
Description: The process was terminated 
successfully.</Data>

Á EvtxECmd would substitute the value with the 
human readable string, and output as ñRisk: 
%PayloadData1% for the PropertyValue, i.e.

Á PayloadData1 - Security Risk Found! 
Hacktool.XYZ

Á PayloadData2 - The process was terminated 
successfully.

Á ExecutableInfo - File: 
C:\Users\username\Downloads\file.exe

ÁAnd so oné

Using Regular Expressions to split up a large blob of event log data
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How do Maps influence CSV Output? 
Breakdown on next slide 
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CLICK TO ADD HEADING 1
Click to add Heading 2

Kroll, a division of Duff & Phelps - @krollwire 
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Event Log Analysis without Maps
Notice how the columns arenôt populated from Map Description onward


