KAPE Webinars 2021

Enhancing Event Log Analysis with
EviXECmd using KAPE

KROLL
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ASession is being recorded, You
the recording in a couple days

v Chat ] X

Welcome to our webinar Child Exploitation
Investigations: Express Analysis with KAPE.
We will begin shortly.

AAsk questions via chat >

Te: All - Entire Audience '
AWe 611 try to answer as many dgu
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Upcoming KAPE Intensive Training and Certification Sessions

SCHEDULE INSTRUCTORS

Eric Zimmerman

AVirtual live sessions April 13, 2021 Sean Straw

10:00 a.m. i 7:00 p.m. (EST)

A Max 25 students Scott Zuberbuehler

Andrew Rathbun

Full Calendar Available James Thoburn

here June 3, 2021

bit |V/KAPE2021 8:00 a.m. i 5:00 p.m. (GMT)

Paul Wells

Guillermo Roman

Sean Straw

June 17, 2021

10:00 a.m. i 7:00 p.m. (EST) Scott Zuberbuehler

Andrew Rathbun
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http://bit.ly/KAPE2021

About Andrew Rathbun

Senior Associate, Kroll Cyber Risk

A 2020-Present: Senior Associate at Kroll, Cyber Risk
A Digital Forensics & Incident Response (DFIR)
A KAPE Instructor
A 2019-2020: HHS OIG, Forensic Computer Examiner (2210)
A 2012-2019: Michigan State University Police Department
A 2012-2015 as a Police Officer
A 2016-2019 as a Detective (digital forensics and general investigations)
A USMC Veteran (0311)
A Side Projects
A 2018-Present: Administrator of the Digital Forensics Discord Server
A 2019-Present: AboutDFIR.com Contributor
A 2020-Present: GitHub
A LinkedIn (andrewrathbun) or Twitter (@bunsofwrath12) or GitHub (rathbuna)
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Presentation Housekeeping/Expectations

Look at this subheading for Information on what the GIFs or Images are displaying

A What to expect?
A Lots of looping GIFs

A Repetition will help drive concepts
home and how to use the tools

A Read the subheading of each slide
for information relating to the
GIF/Image on each slide

A Short live demo

A Question and answer session at the
end

A Tools Used
A KAPE i Acquisition/Automation
A EvtxECmd - Parsing
A Timeline Explorer - Analysis
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Overview

Event Logs (*.EVTX files) EvixECmd

Using EVtXECmd with

EvtxECmd Maps KAPE (IEZParser)
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Event Logs

Column Header filter on Channel and Provider columns to display deduped column contents

A Windows XP - .evt
A Windows Vista+ - .evtx

A Location:
C:\Windows\System32\winevt\Logs

A 4 key elements
A Channel
A Provider
A Event ID
A Payload
A * EVTX files
A *is the name of the Channel
A Providers log to applicable Channel
A Event IDs are not globally unique
A Example: Application.evtx

A Dumping ground for Third-Party
Applications

A Lots of duplicate event IDs
A Payload has data we analyze

Provider

afc

Desktop Window Manager

Desktop Window Manager

ESENT
ESENT

Microsoftt-Windows-Search

Microsoft-Windows-Search

ESENT
=
ESENT
ESENT
ESENT
ESENT
ESENT

SecurityCenter

.NET Runtime
.MET Runtime
.NET Runtime
.NET Runtime
.NET Runtime

Optimization..
Optimization..
Optimization..
Optimization..

Optimization..

Channel

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application
Application
Application
Application
Application
Application
Application

~ (Process Id

Computer

Aflc
@ IEBWin7
® IEBWin7
® IE8Win7
©® IEBWin7
® IE8BWin7
® IEBWin7
® IE8Win7
@ IE8Win7
@ IEBWin7
® IEBWin7
® IE8Win7
©® IEBWin7
® IEBWin7
® IE8Win7
® IE8Win7
@ IE8Win7
@ IEBWin7
® IEBWin7
® IE8Win7
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Channels May Have Multiple Providers (Application LogQ)

Column Header filter on Application Channel to display Providers within Application.evtx

—_

=1
File Tools Tabs View Help

20210314173104_EvbECmd_Output - MAPS,csv | 20210314173208_EvixECmd_Output - NO MAPS.cav  *

Find

Time Created Event Id Level Provider Channel *PPOCESS Id Computer User Id

= A A Al Al Al

2813-10-23 16:16:29 1531 Info Microsoft-Windows-User - Application 920 37L4247D28-05 5-1-5-18
2913-10-23 16:18:11 1532 Info Microsoft-Windows-User - Application 920 37L4247D28-85 5-1-5-18
2813-10-23 16:21:38 1531 Info Microsoft-Windows-User - Application 916 IE8Win7 5-1-5-18
2813-10-23 17:29:36 1532 Info Microsoft-Windows-User .. Application 916 IE8Win7 S-1-5-18
2813-18-23 17:30:58 1531 Info Microsoft-Windows-User - Application 848 IE8Win7 S-1-5-18
2813-10-23 17:32:13 1532 Info Microsoft-Windows-User - Application 848 IE8Win7 5-1-5-18
2813-18-23 17:33:18 1531 Info Microsoft-Windows-User - Application 856 IE8Win7 S-1-5-18
2813-10-23 17:48:34 1532 Info Microsoft-Windows-User - Application 856 IE8Win7 5-1-5-18
2913-18-23 17:58:27 1531 Info Microsoft-Windows-User - Application 940 TE8Win7 5-1-5-18
2813-18-23 19:83:22 1532 Info Microsoft-Windows-User - Application 948 IE8Win7 5-1-5-18
2813-10-23 19:04:55 1531 Info Microsoft-Windows-User .. Application 984 IE8Win7 S-1-5-18
2813-10-23 19:85:33 1532 Info Microsoft-Windows-User - Application 984 IE8Win7 S-1-5-18
2813-10-23 19:06:24 1531 Info Microsoft-Windows-User - Application 868 IE8Win7 5-1-5-18
2813-18-23 19:18:23 1532 Info Microsoft-Windows-User - Application 868 IE8Win7 S-1-5-18
2813-10-23 19:19:52 1531 Info Microsoft-Windows-User - Application 888 IE8Win7 5-1-5-18
2913-18-23 19:21:52 1532 Info Microsoft-Windows-User - Application 888 IE8Win7 5-1-5-18
2813-10-23 19:23:88 1531 Info Microsoft-Windows-User - Application 888 IE8Win7 5-1-5-18
2813-10-23 19:35:54 1532 Info Microsoft-Windows-User .. Application 880 IE8Win7 S-1-5-18
2813-10-23 19:36:44 1531 Info Microsoft-Windows-User - Application 880 IEBWin7 S-1-5-18
2813-10-23 19:44:86 1532 Info Microsoft-Windows-User - Application 880 IE8Win7 5-1-5-18
2813-18-23 19:46:00 1531 Info Microsoft-Windows-User - Application 896 IE8Win7 S-1-5-18
2013-10-23 19:54:87 1532 Info Microsoft-Windows-User - Application 896 IE8Win7 5-1-5-18

4 L

K:\OneDrive\KrolhMarch 2021 Webinar\20210314173208_EvixECmd_Output - NO MAPS.csv Total lines 34,771 Visible lines 0 Open files 2 =% Search options
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Examples of Duplicate Event IDs

Different Channel and Provider, but Event ID is identical

Time Created

2819-88-23
2819-88-23
2019-88-30
2819-08-38
2019-11-03

12:
12:
12:
12:
13:

Time Created

2028-85-10
2028-85-24
2028-85-24
2028-87-83
2028-87-89

Time Created

2819-85-280
2619-85-280
2019-88-27
2819-88-28
2019-88-28
2619-088-28
2819-88-28
2819-88-28
2019-88-28

13

15:
15:
17:
10:

13:
14:
14:
14:

8o :
81:
a1:
83:
22:

54:
54:
17:
82:
142:
58:
22:
51:
52:

a« |Event Id
37:37.1888080
37:38.521158
54:87.873789
54:88.354849
51:58.263043

~ Event Id
11:20.824620
13:51.286167
13:51.286384
55:46.352339
@8:11.181381

Event Id = |Level

= fc
32.064406 169 Info
32.564900 169 Info
46.567652 169 Info
55.961477 169 Info
32.669276 169 Info
36.279842 169 Info
27.573228 169 Info
29.263468 169 Info
47 .597358 169 Info

[H T T TR T e

[ R N R W R WU WH B

Level

Alc
LogAlways
LogAlways
Info

Info

Info

Level
Adc
Info
Info
Info
Info
Info

Provider

fc

Provider

Microsoft-Windows-Winsock-WS2HELP
Microsoft-Windows-Winsock-WS2HELP

Microsoftt-Windows-Sysmon
Microsoft-Windows-Sysmon

Microsoftt-Windows-Sysmon

Provider

Microsoft-Windows-Sysmon
Microsoft-Windows-Sysmon
Microsoft-Windows-Sysmon
Microsoft-Windows-Bits-Client

Microsoft-Windows-Sysmon

Microsoft-Windows-WinRM

Microsoft-Windows-WinRM

Microsoft-Windows-RemoteDesktopServices-RdpCoreTs

Microsoft-Windows-RemoteDesktopServices-RdpCoreTS

Microsoft-Windows-RemoteDesktopServices-RdpCoreTS

Microsoft-Windows-RemoteDesktopServices-RdpCoreTS

Microsoft-Windows-RemoteDesktopServices-RdpCoreTS

Microsoft-Windows-RemoteDesktopServices-RdpCoreTS

Microsoft-Windows-RemoteDesktopServices-RdpCoreTs

Channel

A
Microsoft-Windows-Winsock-WS2HELP/Operational
Microsoft-Windows-Winsock-WS2HELP/Operational
Microsoft-Windows-Sysmon/Operational
Microsoft-Windows-Sysmon/Operational

Microsoft-Windows-Sysmon/Operational

Channel

A

Microsoft-Windows-5Sysmon/Operational
Microsoft-Windows-Sysmon/Operational
Microsoft-Windows-Sysmon/Operational
Microsoft-Windows-Bits-Client/Operational

Microsoft-Windows-Sysmon/Operational

Channel

aflc

Microsoft-Windows-WinRM/Operational
Microsoft-Windows-WinRM/Operational
Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/Operational
Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/Operational
Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/Operational
Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/Operational
Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/Operational
Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/Operational

Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/Operational




Event Logs are XML files at Heart
evtxecmd.exe --f  \pafhito\Security.evixo--x ml \odt@it\path, XML output opened in text editor

<Event>
<Syster
<Prov Jcl Name="Microsoft-Windows-Security-Auditing” Guid="54849625-5
<Event JlJ)dE24<. EventID>
<Version»>2</Version>

A Example of what an event looks cLevelso/Level>

<Task>»12544</Task>

. . <Opcode>@
like in XML format ey (e:;:azj:aaaaaaeeeeeaeuu, ords>

<Keyword
<TimeCreated S)f.T nT'lmr_ 2821

A Security:4624

<Execution ProcessID="1188" T"réﬁd][];l'1 ::')
A An account was successfully Computer>Andrew-Personal-Desktope/Conputer>
logged on tem>
Ve «Data Name="SubjectUserS5id”"»5-1-5-18«</Data>
A EaCh Of the Data Name ValueS tarm ' "'fl'l:'_-f".'j-l'.MNDREW—PERSONAL-:.-’ZJ-JL-D

Jat: ¢ iName" *WORKGROUP< /Data>
(blue text) are what can be e o e

Name” »SYSTEM< fData>

mapped into various columns that | e .

Id">@x3E7</Data>

EvtxECmd provides <Data NanexLogonType"5¢/Dat

)ata Name= P sz -.‘-Advapi </Data>

L Jata Name=" i 3 eName" >Megotiate</Data>
A All of the data within <EventData> | SRS, N
(Data Name="Lo id" >96969@% GBGB 0080 -a080-0ee0BaRaBBRE < /Data>
Name="Tr ttedServices"»-</Data>

will reside in Payload column (Data Nane~Lnpacksgenane">-</Data;

)ata Name="Ke "»0</Data>

regardless of how its mapped <Data Nanex"Process1d">exaade/Data

)ata Name=" lame" >»C: \Windows\System32\services.exe</Data>
.th. th E t EC d I\/I ¢Data Name="Ip 55" »-</Data>
within the EViX m ap <Data Nanes"IpPort>-</Datas
<Data Name="ImpersonationlLevel”:>XX1833</Data>

ta Name="Restric dminMode" >-</Data>
a Name="Ta LN Mame"»-</Datas

ta Name="Ta ur imainName™ »-</Data>

ta Name="Virtual i 5%%184% Data>
a Name="TargetlLin ogonld” »@x@</Data>

ta Name="ElevatedToken >%%1842< /Data>

</EventData>
</Event>

Private and Confidential April 12, 2021



Parsing with EvixECmd/KAPE

Using KAPE Modules/EvtxECmd Maps



The Secret Sauce - Maps
Security:4625 Map for Failed Logon event

A Maps are used by EvtxECmd to : _—
Author: Eric Zimmerman saericzimmerman@gmail.com
extract data from parsed event Description: Failed logon

EventId: 4625

logs and display the data into an  Jaes

Provider: Microsoft-Windows-Security-Auditing

easily digestible format within
Property: UserName

Va” OUS COl u m nS PropertyValue: "%domain%\\%user%"

Values:

A 329 Maps as of 3/28/2021 —

Value: "/Event/EventData/Data[@Name=\"SubjectDomainName\"]"

A Text files (.map) in YAML

Value: "/Event/EventData/Data[@Name=\"SubjectUserName\"]"

A ParSIng for event data. Ut|I|ZeS ) Property: RemoteHost

PropertyValue: "%workstation% (%ipAddress%)"

XPath queries velies:

Name: ipAddress

A POpUIateS Map Descrlptlon, ) Value: "/Event/EventData/Data[@Name=\"IpAddress\"]"
UserName’ RemOteHOSt c:Tié:w?;g\?:::ngentData/Data[@Name:\"workstationName\"]"

Payload Datal_61 and ) Property: PayloadDatal
Executab | e I nfo COl u m nS \P/;(;EZZEyValue: "Target: %TargetDomainName%\\%TargetUserName%"

A Name: TargetDomainName
A Anyone Can make theml Value: "/Event/EventData/Data[@Name=\"TargetDomainName\"]"

A Idea”y, the mOSt USEfUI events U:Tié:Tﬁ;ssz:ijgc::iData/Data[@Name:\"TargetUserName\"]"
would be mapped, not EVERY property: payloadoataz
event in existence

A Really cool features like Lookups
and Regex
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Lookup Tables Example

Breakdown on next slide

A Not all data logged in an event
log is human readable!

A Security:4625
A Failed logon
A Example (PayloadData3):

A <"SubStatus">0xC000006A<
/Data>

A EvtxECmd would substitute
the value with the human
readable string, and output
a s FaifureReason:
%SubStatus%: 0
PropertyValue

A FailureReason: user name is
correct but the password is
wrong

Property:
Values:

Name :

Lookups:

Name :
Default:
Values:

f or t h

Bxcleaealsb:

PayloadData3
falue

"FailureReason: %SubStatusk”

SubStatus
Value: "/Event/EventData/Data[@Name=\"SubStatus\"]"

SubStatus
Unknown code

54: user name does not exist

name is correct but the password is wrong

currently locked out

account is currently disabled
tried to logon outside his day of week or time of day restrictions
station restriction

user 1is

DC and other computer too far out of sync
s required to change password at next logon
y @ bug in Windows and not a risk
The user has not been granted the reguested logon type at this machine

Private and Confidential
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Lookup Table Breakdown
XML Value mapped to Map Value, translated via Lookup Table, mapped to PropertyValue for CSV

Property: PayloadData3
PropertyWalue: "FailureReason: XSubStatus®”
Values:

Mame:| SubStatus

Value: "/Event/EventData/Data[@Mame=\[SubStatus)"]"

Lookups:

<Data Name="FailureReason">%%2384</Datax
<Data Name="substatus"r@xCeaaaeai</Datax
<Data Name="Logonlype :5</lUatar

Mame: | Substatus

Default: Unknown code

Values:
BxC B3EE64 :
B BB 6.4 ;
L L S )
B C B 7 2
B BBEREF :
oo C a8
B eeae193

user name does not exist

user name is correct but the password is wrong

user 1s currently locked out

account is currently disabled

user tried to logon outside his day of week or time of day restrictions
workstation restriction

account expiration

B C a1
B8l 33:
B COEEE2 24
B Baae225
GncBaael1sh:

Private and Confidential

expired password

clocks between DC and other computer too far out of sync

user is required to change password at next logon

evidently a bug in Windows and not a risk

The user has not been granted the requested logon type at this machine
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Regex Example

Using Regular Expressions to split up a large blob of event log data

# <Datax

# Security Risk Found! Hacktool.X¥Z in File: C:\Users‘\username\Downloadsi\file.exe
by: Auto-Protect scan. Action: Delete failed : Quarantine failed : A

denied. Action Description: The process was terminated successfully.</Datax

A Symantec:51
A Security Risk Found
A Example Symantec:51 Event:

A </Data>Security Risk Found! Hacktool.XYZ in
File: C:\Users\username\Downloads\file.exe by:

Property: ExecutablelInfo
PropertyValue: "XExecutableInfoX"

Auto-Protect scan. Action: Delete failed :
Quarantine failed : Access denied. Action
Description: The process was terminated
successiully.</Data>

EvtxECmd would substitute the value with the
human readable string,
%PayloadDatal% for the PropertyValue, i.e.

A PayloadDatal - Security Risk Found!
Hacktool.XYZ

A PayloadDataZ2 - The process was terminated
successfully.

A Executablelnfo - File:
C:\Users\username\Downloads\file.exe

AAnd so oné

Values:

Name: ExecutablelInfo
Value: "/Event/EventData/Data”
Refine: "(?<=File: ).*(?= by: )"

Property: PayloadDatal
PropertyValue; "Risk: %PayloadDatalk"”
valdes:

Name: PayloadDatal
value: "/Event/EventData/Data"”
Refine: "(?<=Security Risk Found! ).*(?= in File:)"

Property: PayloadData?
PropertyValue: "%PayloadData2i®”
Values:

Name: PayloadData?2
Value: "/Event/EventData/Data”
Refine: "Action:.*(?= Action Description: )"

Private and Confidential
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How do Maps influence CSV Output?

Breakdown on next slide
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Find

Map Description User MName Remote Host Payload Datal Payload Data2
T flc A Al A adc -
A logon was attempted usi.. DESKTOP-JR78RLP\jwrig 172.16.144.128:445 Target: DOMAIM\Administra.. TargetServerName: DESKTOI
A logon was attempted usi.. DESKTOP-JIR78RLP\jwrig 172.16.144_128:445 Target: DOMAINM\Administra.. TargetServerName: DESKTOI
A logon was atbm Target: DOMAIM\Administra.. TargetServerName: DESKTOI
A logon was att. Puthor: Eric Zimmerman saericzimmerman@gmail.com Target: DOMAIM\Administra.. TargetServerName: DESKTOI
Description: A logon was attempted using explicit credentials L.
A logon was atti pyent1d: 4648 Target: DOMAIM\Administra.. TargetServerMName: DESKTO
A logon was att, Channel: Security Target: DOMAIM\Administra.. TargetServerName: DESKTOI
Provider: Microsoft-Windows-Security-Auditipbg oL
A logon was att pmaps: Target: DOMAIM\Administra.. TargetServerName: DESKTO
A logon was att ) Target: DOMAIM\baker TargetServerName: DESKTOI
Property: UserName
A logon was att PropertyValue: "%domain%\\%user%" Target: DOMAIM\baker TargetServerName: DESKTOI
A logon was att Va%UES: Target: DOMAIM\baker TargetServerName: DESKTOI
A logon was att Name: domain Target: DOMAIN\baker TargetServerName: DESKTOI
Value: "/Event/EventData/Data[@Name=\"SubjectDomainName\"]"
A logon was att } Target: DOMAIM\baker TargetServerName: DESKTOI
A logon was att Name: user Target: DOMAIN\baker TargetServerName: DESKTOI
Value: "/Event/EventData/D&ta[@Name=\"SubjectUserName\"]"
A logon was att - Target: DOMAIM\balke: TargetServerName: DESKTOI
A logon was atti Property: PayloadDatal ) Target: DOMAIN\bgalbraith TargetServerName: DESKTOI
PropertyValue: "Target: %TargetDomainName%\\%TargetUserName%"
A logon was att values: Target: DOMAIM\bgalbraith TargetServerName: DESKTO
A logon was att Name: TargetDomainNamé . Target: DOMAIM\bgalbraith TargetSep me: DESKTOI
A logorl was att Value: "/Event/EventData/Data[@Name=\"TargetDomainName\"]l" <EvéntData>
@ dlsmEm mE aiee - <Data Name="SubjectUserSid">S-1-5-20</Data>
g ' Name: TargetUserNane } <Data Name="SubjectUserName">BASE-RD-81$</Data>
A logon was att Value: "/Event/EventData/Data[@Name=\"TargetUserName\"] ¢Data Name="SubjectDomainName">shieldbase</Data>
- <D&ta Name="SubjectLogonId">0x3E4</Data>
1 Property: PayloﬁdDataz . <DatdsName="LogonGuid" >60006000-3600-2000-2000-000000000000< /Data>
% 7] s — Proper?yValue: TargetServerName: %TargetServerName% <Data N&me="TargetUserName">tdungan</Data>
Values: <Data Name2"TargetDomainName">shieldbase</Data>
- <Data Name="TargetLogonGuid">00000000-0000-0000-0000-000000000000< /Data>
Name: TargetServerName <Data «Namp="TargetServerName">localhost</Data>
Value: "/Event/EventData/Data[@Name=\"TargetServerName\"] <Data Name="TargetInfo">localhost</Data>
- <Data Name="ProcessId">@x1D@</Data>
Property: RemotﬁH?st . <Data Name="ProcessName">C:\Windows\System32\svchost.exe</Data>
PropertyValue: "%ipAddress%:%port% <Data Name="IpAddress">-</Data>
Values: <Data Name="IpPort">-</Data>
- </EventData>

Mamas SmAdAdnAace~

</Event>
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Event Log Analysis without Maps

Notice how the columns arendét populated from Ma
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