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Notes

▪ Session is being recorded, You’ll receive access to 

the recording in a couple days

▪ Ask questions via chat >

▪ We’ll try to answer as many questions as possible
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Upcoming KAPE Intensive Training and Certification Sessions

▪ Virtual live sessions

▪ Max 25 students

SCHEDULE INSTRUCTORS

April 13, 2021

10:00 a.m. – 7:00 p.m. (EST)

Eric Zimmerman

Sean Straw

Scott Zuberbuehler

Andrew Rathbun

June 3, 2021

8:00 a.m. – 5:00 p.m. (GMT)

James Thoburn 

Paul Wells

Guillermo Roman

June 17, 2021

10:00 a.m. – 7:00 p.m. (EST)

Sean Straw

Scott Zuberbuehler

Andrew Rathbun

Full Calendar Available 

here: 

bit.ly/KAPE2021

http://bit.ly/KAPE2021
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About Andrew Rathbun

▪ 2020-Present: Senior Associate at Kroll, Cyber Risk

▪ Digital Forensics & Incident Response (DFIR)

▪ KAPE Instructor

▪ 2019-2020: HHS OIG, Forensic Computer Examiner (2210)

▪ 2012-2019: Michigan State University Police Department

▪ 2012-2015 as a Police Officer

▪ 2016-2019 as a Detective (digital forensics and general investigations)

▪ USMC Veteran (0311)

▪ Side Projects

▪ 2018-Present: Administrator of the Digital Forensics Discord Server

▪ 2019-Present: AboutDFIR.com Contributor

▪ 2020-Present: GitHub

▪ LinkedIn (andrewrathbun) or Twitter (@bunsofwrath12) or GitHub (rathbuna)

Senior Associate, Kroll Cyber Risk
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Presentation Housekeeping/Expectations
Look at this subheading for Information on what the GIFs or Images are displaying

▪ What to expect?

▪ Lots of looping GIFs

▪ Repetition will help drive concepts 

home and how to use the tools

▪ Read the subheading of each slide 

for information relating to the 

GIF/Image on each slide

▪ Short live demo

▪ Question and answer session at the 

end

▪ Tools Used

▪ KAPE – Acquisition/Automation

▪ EvtxECmd - Parsing

▪ Timeline Explorer - Analysis
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Overview

Event Logs (*.EVTX files) EvtxECmd

EvtxECmd Maps
Using EvtxECmd with 
KAPE (!EZParser)
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Event Logs
Column Header filter on Channel and Provider columns to display deduped column contents

▪ Windows XP - .evt

▪ Windows Vista+ - .evtx

▪ Location: 
C:\Windows\System32\winevt\Logs

▪ 4 key elements

▪ Channel

▪ Provider

▪ Event ID

▪ Payload

▪ *.EVTX files

▪ * is the name of the Channel

▪ Providers log to applicable Channel

▪ Event IDs are not globally unique

▪ Example: Application.evtx

▪ Dumping ground for Third-Party 
Applications

▪ Lots of duplicate event IDs

▪ Payload has data we analyze
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Channels May Have Multiple Providers (Application Log)
Column Header filter on Application Channel to display Providers within Application.evtx
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Examples of Duplicate Event IDs
Different Channel and Provider, but Event ID is identical
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Event Logs are XML files at Heart

▪ Example of what an event looks 

like in XML format

▪ Security:4624

▪ An account was successfully 

logged on

▪ Each of the Data Name values 

(blue text) are what can be 

mapped into various columns that 

EvtxECmd provides

▪ All of the data within <EventData> 

will reside in Payload column 

regardless of how its mapped 

within the EvtxECmd Map

evtxecmd.exe --f “C:\path\to\Security.evtx” --xml “C:\output\path, XML output opened in text editor



Parsing with EvtxECmd/KAPE

Using KAPE Modules/EvtxECmd Maps

11April 12, 2021
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The Secret Sauce - Maps

▪ Maps are used by EvtxECmd to 
extract data from parsed event 
logs and display the data into an 
easily digestible format within 
various columns

▪ 329 Maps as of 3/28/2021

▪ Text files (.map) in YAML

▪ Parsing for event data utilizes 
XPath queries

▪ Populates Map Description, 
UserName, RemoteHost
PayloadData1-6, and 
ExecutableInfo columns

▪ Anyone can make them!

▪ Ideally, the most useful events 
would be mapped, not EVERY 
event in existence

▪ Really cool features like Lookups 
and Regex

Security:4625 Map for Failed Logon event
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Lookup Tables Example

▪ Not all data logged in an event 
log is human readable!

▪ Security:4625

▪ Failed logon

▪ Example (PayloadData3):

▪ <"SubStatus">0xC000006A<
/Data>

▪ EvtxECmd would substitute 
the value with the human 
readable string, and output 
as “FailureReason: 
%SubStatus%:” for the 
PropertyValue

▪ FailureReason: user name is 
correct but the password is 
wrong

Breakdown on next slide
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Lookup Table Breakdown
XML Value mapped to Map Value, translated via Lookup Table, mapped to PropertyValue for CSV
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Regex Example

▪ Symantec:51

▪ Security Risk Found

▪ Example Symantec:51 Event:

▪ </Data>Security Risk Found! Hacktool.XYZ in 
File: C:\Users\username\Downloads\file.exe by: 
Auto-Protect scan.  Action: Delete failed : 
Quarantine failed : Access denied.  Action 
Description: The process was terminated 
successfully.</Data>

▪ EvtxECmd would substitute the value with the 
human readable string, and output as “Risk: 
%PayloadData1% for the PropertyValue, i.e.

▪ PayloadData1 - Security Risk Found! 
Hacktool.XYZ

▪ PayloadData2 - The process was terminated 
successfully.

▪ ExecutableInfo - File: 
C:\Users\username\Downloads\file.exe

▪ And so on…

Using Regular Expressions to split up a large blob of event log data
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How do Maps influence CSV Output? 
Breakdown on next slide 
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CLICK TO ADD HEADING 1
Click to add Heading 2

Kroll, a division of Duff & Phelps - @krollwire 
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Event Log Analysis without Maps
Notice how the columns aren’t populated from Map Description onward
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Event Log Analysis with Maps
Notice how the columns contain data parsed from each event
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Don’t forget about the Payload Column
Regardless of how data is mapped, the entirety of an event’s data can be found in Payload
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Formatting the Payload Column – Timeline Explorer
Double click on Cell in Payload Column, Format, and see formatted Event Log data
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Statistics

▪ Elapsed time to parse without Maps (deleted Maps folder prior to parsing)

▪ Elapsed time to parse with Maps (synced with GitHub prior to parsing)

▪ 6mb larger of CSV with Maps

▪ Worth the extra time/file size for the quick wins

Measuring results of parsing Event Logs with and without Maps



Creating Maps for EvtxECmd

Guide, Template, Text Editor

April 12, 202123
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Creating Maps

▪ Follow the Guide and Template provided in the EvtxECmd folder

▪ .\KAPE\Modules\bin\EvtxECmd\Maps\!Channel-Name_Provider-
Name_EventID.guide

▪ .\KAPE\Modules\bin\EvtxECmd\Maps\!Channel-Name_Provider-
Name_EventID.template

▪ KapeResearch Modules automate .EVTX -> XML conversion

▪ KapeResearch_EventLogs.mkape automates parsing to XML format

▪ Evtxecmd.exe –f “C:\path\to\event\log\here.evtx” –xml “C:\output\path”

▪ Use your text editor of choice and GitHub Desktop or an alternative Git solution

▪ If possible, use a Map from a similar Channel or Provider as a starting point

▪ For example, if you’re making a Map for a Security event, then copy and rename a 
preexisting Security Map as a template and modify it as needed

▪ Channel, Provider, and EventID must match what is in the XML

▪ Trial and error to make sure data is mapping correctly in CSV output

▪ Example event data should be included in every Map for everyone’s benefit

▪ Document your findings when creating Maps!

The first one is the hardest
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EvtxECmd Map Guide and Template
Located in .\KAPE\Modules\bin\EvtxECmd\Maps

▪ Can be opened with any text editor or viewed on GitHub



Keeping EvtxECmd Maps Updated

Sync for new Maps with Github

Manual Process

Automating with a KAPE Module

April 12, 202126
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Keeping EvtxECmd Maps Updated – EZ Tools 

▪ EZ Tools

▪ .\EZ Tools\EvtxExplorer\

▪ Evtxecmd.exe --sync

▪ This syncs for new and 

updated Maps from GitHub 

(EricZimmerman\evtx)

▪ Doing this command at this 

location doesn’t mean your 

KAPE instance has updated 

Maps

Running evtxecmd.exe --sync in PS from EZ Tools folder
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EvtxECmd.mkape
EvtxECmd.mkape in EditPad Pro, EvtxECmd.exe in Directory Opus
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Keeping EvtxECmd Maps Updated – KAPE

▪ KAPE

▪ Option 1

▪ .\KAPE\Modules\Bin\Evtx

Explorer\

▪ EvtxECmd.exe --sync

▪ Option 2 – The EZ Button

▪ KAPE Module

▪ !!ToolSync.mkape

▪ Run on its own or 

include in your 

Module(s) when running 

KAPE
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!!ToolSync Module
!!ToolSync Module (!!ToolSync.mkape) opened in EditPad Pro



Basic KAPE Workflow

Overview with Visual Aids

April 12, 202131
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▪ Select a Target that grabs Event 

Logs, i.e.

▪ !BasicCollection.tkape

▪ KapeTriage.tkape

▪ EventLogs.tkape

▪ EventLogs-RDP.tkape

▪ Make sure your tools are 

synced!

▪ !!ToolSync.mkape

▪ Select a Module that parses 

Event Logs, i.e.

▪ !EZParser.mkape

▪ EvtxECmd.mkape

▪ EvtxECmd_RDP.mkape

Basic KAPE Workflow
Standard Incident Response (IR) Workflow
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Basic KAPE Workflow
tsource, tdest, KapeTriage (Target), mdest, !EZParser, CSV, Debug (optional), Execute
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Basic KAPE Workflow (In Motion)
tsource, tdest, mdest, KapeTriage (Target), !EZParser (Module), CSV, Debug (optional), Execute
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KAPE Output
Flat View on mout folder to view all KAPE CSV output to use in Timeline Explorer
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KAPE Output Ingested into Timeline Explorer
Using Flat View to select multiple CSVs (including EvtxECmd output) and drag into TLE
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Final Thoughts 

▪ Maps are very useful, but the Payload 

column is still useful as well.

▪ The Maps are only as good as the author 

made them to be. 

▪ Not all data an event logs can fit into 6 

columns (Payload column).

▪ During your analysis, if you find badness in 

an undocumented/unmapped event and 

there’s value to be had for all, either:

▪ Make the map yourself and do a PR on 

GitHub

▪ Reach out on GitHub and I’ll make the 

map myself
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Follow the project(s) on GitHub!

▪ https://github.com/EricZimmerman/evtx

▪ https://github.com/EricZimmerman/KapeFiles

https://github.com/EricZimmerman/evtx
https://github.com/EricZimmerman/KapeFiles


Live Demo
Using EvtxECmd with KAPE

Demonstrating the power of EvtxECmd Maps

Analysis with Timeline Explorer

April 12, 202139
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Questions
Type in the Chat or unmute yourself
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For More KAPE:

▪ Virtual live sessions

▪ Max 25 students

Full Calendar Available 

here: 

bit.ly/KAPE2021

Intensive Training and Certification Sessions

SCHEDULE INSTRUCTORS

April 13, 2021

10:00 a.m. – 7:00 p.m. (EST)

Eric Zimmerman

Sean Straw

Scott Zuberbuehler

Andrew Rathbun

June 3, 2021

8:00 a.m. – 5:00 p.m. (GMT)

James Thoburn 

Paul Wells

Guillermo Roman

June 17, 2021

10:00 a.m. – 7:00 p.m. (EST)

Sean Straw

Scott Zuberbuehler

Andrew Rathbun

http://bit.ly/KAPE2021
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Tools Displayed During Presentation

▪ Tools Used During Presentation

▪ KAPE

▪ EvtxECmd

▪ Timeline Explorer

▪ Eric Zimmerman’s Tools

▪ PowerShell script to download them all

▪ GitHub Repos

▪ EVTX-ATTACK-SAMPLES

▪ SANS DeepBlueCLI

▪ Lots of infected EVTX files to test EvtxECmd/KAPE with 

▪ Directory Opus

▪ Windows File Explorer replacement

▪ EditPad Pro

▪ One of my favorite text editors

▪ Snagit

▪ Used to mark up the screenshots in this presentation

https://learn.duffandphelps.com/kape?utm_campaign=2019_cyberitbn-KAPE-launch&utm_source=kroll&utm_medium=referral&utm_term=kape-gui-blogpost
https://f001.backblazeb2.com/file/EricZimmermanTools/EvtxExplorer.zip
https://f001.backblazeb2.com/file/EricZimmermanTools/TimelineExplorer.zip
https://ericzimmerman.github.io/#!index.md
https://f001.backblazeb2.com/file/EricZimmermanTools/Get-ZimmermanTools.zip
https://github.com/sbousseaden/EVTX-ATTACK-SAMPLES
https://github.com/sans-blue-team/DeepBlueCLI
https://www.gpsoft.com.au/
https://www.editpadpro.com/
https://www.techsmith.com/screen-capture.html
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Useful Resources
Curated by Andrew Rathbun

▪ AboutDFIR

▪ Owned and operated by Kroll’s Devon Ackerman

▪ Timeline Explorer Guide

▪ Digital Forensics Discord Server

▪ A Beginner’s Guide to the Digital Forensics Discord Server

▪ Forensic 4:cast Awards

▪ Nominations are open! Submit nominees for the 2021 Awards 

here. Be sure to vote on the final ballot in a couple months!

▪ This Week in 4n6

▪ Subscribe for a weekly email digest of everything DFIR delivered 

to your email inbox!

▪ Twitter

▪ #dfir

https://aboutdfir.com/
https://aboutdfir.com/toolsandartifacts/windows/timeline-explorer/
https://discordapp.com/invite/JUqe9Ek
https://aboutdfir.com/a-beginners-guide-to-the-digital-forensics-discord-server/
https://forensic4cast.com/
https://forensic4cast.com/forensic-4cast-awards/2021-awards/
https://thisweekin4n6.com/
https://twitter.com/hashtag/dfir
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Keeping EZ Tools and KAPE Updated
Proper tool maintenance ensures you have the latest and greatest

▪ !!ToolSync

▪ Covers --sync for the following tools in your .\KAPE\Modules\bin

▪ KAPE (Targets/Modules)

▪ .\KAPE\Modules\bin\EvtxECmd (Maps)

▪ .\KAPE\Modules\bin\RECmd (Batch Files)

▪ .\KAPE\Modules\bin\SQLECmd (Maps)

▪ EZ Tools Binaries

▪ Downloaded with PS1 script

▪ Downloads to directory separate from .\KAPE\Modules\bin

▪ KAPE Module Binaries

▪ Located in .\KAPE\Modules\bin

▪ Keep these updated if you’re using KAPE!

▪ KAPE calls upon the binaries in this location, not your EZ 

Tools folder

https://f001.backblazeb2.com/file/EricZimmermanTools/Get-ZimmermanTools.zip


For more information, please contact:

About Krol l

Kroll is the world’s premier provider of services and digital products related to governance, risk and transparency. We work with clients across diverse sectors in the areas of valuation, expert services, investigations, 

cyber security, corporate finance, restructuring, legal and business solutions, data analytics and regulatory compliance. Our firm has nearly 5,000 professionals in 30 countries and territories around the world. For 

more information, visit www.kroll.com.

M&A advisory, capital raising and secondary market advisory services in the United States are provided by Duff & Phelps Securities, LLC. Member FINRA/SIPC. Pagemill Partners is a Division of Duff & Phelps 

Securities, LLC. M&A advisory, capital raising and secondary market advisory services in the United Kingdom are provided by Duff & Phelps Securities Ltd. (DPSL), which is authorized and regulated by the Financial 

Conduct Authority. Valuation Advisory Services in India are provided by Duff & Phelps India Private Limited under a category 1 merchant banker license issued by the Securities and Exchange Board of India.

© 2021 Duff & Phelps, LLC. All rights reserved. Kroll is a trade name for Duff & Phelps, LLC and its affiliates.

KAPE@Kroll.com

http://www.kroll.com/
mailto:KAPE@Kroll.com

