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DISCLAIMER

Any positions presented in this session are those of the panelists and do not represent the official 

position of Duff & Phelps, LLC or our co-hosts. This material is offered for educational purposes 

with the understanding that neither the authors nor Duff & Phelps, LLC or its affiliates are engaged 

in rendering legal, accounting or any other professional service through presentation of this 

material.
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Financial Services by Threat Incident Type
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▪ Email compromise was the most observed 

threat incident type YTD.
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Realistic Templates
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Financial Services by Infection Vector
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▪ Phishing exploits were the leading 

attack vector in Kroll’s cases



Thread Hijacking Exponentially Increases Efficacy
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Destructive Attacks e.g. Attrition Has Increased 102%
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Extracting as Much as Possible Before Detonating
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▪ Sample observed timeline for Ryuk

▪ Similar patterns for Maze, Ragnar, etc.
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Your Digital Transformation will be Commandeered

Island Hopping Is Metastasizing



3 Forms of “Island Hopping”

Network-based 

“island hopping”

Website 

converted into a 

“watering hole”

Reverse 

Business Email 

Compromise
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Access Mining Marketplaces



It’s Never Been Easier to Buy Hacking Assistance and/or Tools
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Forums (Exploits, Malware, and data dump focused)
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Monetization 

schemes exist for 

every type of stolen 

data



“Fingerprinted” browser IDs 

help bypass MFA
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05
Investigations and 

Privilege



Moving Forward

SOPHISTICATED ATTACKS DEMAND SEASONED RESPONSE TEAM

- Custom malware, dark web marketplaces

- Access mining, island hopping, counter incident response

PRIVILEGE CONSIDERATIONS

- Current litigation decisions may impact privilege protection 

SECURITY INTEGRATION

- Cyber and privacy converging throughout organization; security-first design
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For more information about our global locations and 

services, please visit:

www.kroll.com

About Kroll

Kroll is the leading global provider of risk solutions. For more than 45 years, Kroll has helped clients make confident risk management decisions about people, assets, operations and security through 

a wide range of investigations, cyber security, due diligence and compliance, physical and operational security, and data and information management services. For more information, visit 

www.kroll.com.

About Duff & Phelps

Duff & Phelps is the global advisor that protects, restores and maximizes value for clients in the areas of valuation, corporate finance, investigations, disputes, cyber security, compliance and 

regulatory matters, and other governance-related issues. We work with clients across diverse sectors, mitigating risk to assets, operations and people. With Kroll, a division of Duff & Phelps since 

2018, our firm has nearly 3,500 professionals in 28 countries around the world. For more information, visit www.duffandphelps.com. 

carbonblack.com

nortonrosefulbright.com
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